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RISK MANAGEMENT FOR AUTO DEALERSHIPS

Today, All Risks offers two leading programs for 
dealerships:

• Our Dealers Open Lot Program, and

• Our Auto Dealers Package Insurance Program

This risk management guide was created to help 
dealers address loss exposures systematically and 
position themselves to have the best possible coverage 
at the lowest possible cost. The guide contains tips for 
securing a site, addressing natural hazards, employees 
and collision losses, controlling access to keys, test 
drives, combating finance fraud, monitoring employees, 
and purchasing additional locations.

Securing a Site

There are many tools and techniques available in 
the market for protecting vehicles on your lot from 
damage and theft. But there is no tool for guarding 
against complacency, which it is easy to fall into after 
implementing a security plan and focusing on the 
intense competition you face.

Fencing a lot would certainly control access, but 
could also be unsightly and uninviting to prospective 
customers. For remote areas not accessed by 
customers, a 6-foot chain link fence topped with 
barbed wire is recommended. Install locked gates at 
vehicle entrances to prevent cars being driven off after 
hours.

Risk ManageMent foR auto DealeRships

All Risks has been serving the insurance needs of dealerships for more than 
a decade. While many carriers and intermediaries have come and gone in 
that time, we remain, along with the reliable carriers that have supported 
our successful programs.

For areas visible to the public, 3-6” diameter posts 
4-10m feet apart with chain between them can be 
decorative and less imposing, while closing off or 
channeling traffic through control points. Vandals, of 
course, still have access to the lot, as well as criminal 
accomplices seeking to create a distraction.

Use landscaping and natural terrain – ditches and 
embankments – to enclose storage lots and display 
areas, if aesthetics are a concern. You’ll want to avoid 
providing cover for thieves in your landscape design, but 
having a design is still better than no protection at all, 
and it will make it more difficult to remove vehicles from 
the lot.

While fencing is largely optional, lighting a lot is the 
minimum that must be done to secure it; no other 
technique can work without good lighting. Make sure 
the entire lot is well-lit, and install some lights or 
alarms triggered by motion detectors to alert dealer 
staff or a security service to an intruder.

Assuming good lighting is in place, video surveillance is 
the next step up, both in cost and effectiveness. Video 
capabilities are rapidly coming down in cost, as anyone 
with a smart phone knows, but there are key questions 
you need to ask before you end up disappointed in your 
video investment.

First, how long does your video provider maintain 
records? Even with the best in technological 
surveillance, it may still take days or weeks to learn that 
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a sophisticated thief has made off with a car. You 
don’t want to learn then that your video system 
preserves recordings for only 24 hours.

Secondly, when you need it most, will your video 
footage be of high enough quality to assist law 
enforcement and hold up in court, if necessary? 
Will it have the necessary audio content to support 
the investigation and prosecution of a theft?

Of course, video is only as good as the location of 
the cameras, which raises the prospect of aerial 
drones with cameras and other types of sensors. 
Drones are rapidly being incorporated into property 
management, where they can not only observe 
locations but monitor them for excessive heat, cold, 
moisture, and other potential hazards.

Drone use is still exotic and costly for most vehicle 
dealerships, as someone must monitor the flight 
of a drone in a manner not required of stationary 
cameras. However, some large dealers may find 
drones to be a practical way to patrol remote lots 
where vehicles are stored.

Technological monitoring has eroded the cost-
effectiveness of security guards for controlling 
loss to vehicle inventory, as guards are costly, the 
type of thefts they could prevent are rare, and their 
value as sources of evidence is not as great as that 
provided by electronic records. 

Nonetheless, security guards may be useful in 
making a show of safety in certain areas, and for 
operations that trigger angry reactions, such as the 
towing of vehicles parked in restricted spaces. Also, 
guard patrols and a stepped-up police presence 
are often welcome following civil disturbances or 
other disruptions in a community.

Guard dogs are another traditional form of lot 

security, but it’s hard to imagine using them today 
except in highly unusual situations. Whatever 
protection they provide would be outweighed by 
the liability they present, and dogs cannot provide 
information to police or testimony in court.

Addressing Natural Hazards

Earlier, we stated that the presence of natural 
hazards was an important—if often overlooked—
consideration in selecting a site for a dealership. 
Natural disasters have taken a heavy toll on 
dealerships in recent years, and dealers can expect 
to find insurance underwriters digging deeply into 
their hazard exposures and plans to avoid them or 
mitigate the losses.

For all the perils nature can throw at you, there are 
essentially two types of catastrophic events: 

• Those for which you have advanced warning, 
and 

• Those that occur completely or largely 
unanticipated.

Hurricanes and floods fall into the first category 
of disasters that typically have advanced warning. 
Unfortunately, every loss control measure taken 
in anticipation of such an event has a potential 
“downside.”

Scattering your vehicles in adjacent locations may 
save them from being concentrated in a flooded 
space, but expose most of them to damage 
by storm winds and flying debris. Conversely, 
concentrating your vehicles in hedgehog fashion 
might limit damage from debris mostly to those 
on the periphery, but run the risk of concentrating 
them in flood waters.
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If you have large enough enclosed spaces, you can 
park vehicles in them, but you need to know that 
the structures themselves can withstand storm 
winds and surging water. If an enclosure collapses, 
what might have been partial losses to several 
vehicles may become a total loss to your entire 
inventory.

In any event, it is critical to develop, communicate, 
and practice a disaster response plan so that 
every staff member knows what steps to take in 
the event of an emergency to protect lives and 
property.

Having a well-prepared and well-publicized plan 
in place is all the more critical for those situations 
when the event happens suddenly and without 
warning.

Hail storms arise suddenly and the extent of 
damage can vary greatly within a relatively small 
area, even from one block to another. Scattering 
your vehicle inventory would likely take some cars 
out of harm’s way, but may not be practical on the 
spur of the moment, and might lead to numerous 
and costly “false alarms.”

If you’re in an area subject to frequent hailstorms, 
you may want to consider the hail and sun shade 
canopies now marketed by several firms in the 
U.S. and Canada. Porous but durable canopies are 
available to shield vehicles from hail, sun glare, 
and bird droppings while still allowing heat and 
moisture to pass through. Large canopies are 
available with retractable features.

The return on the investment in a canopy will be 
measured by the “hail sale” you did not have to 
have, and by the insurance premium hikes that are 
avoided.

All Risks Provides Forms 
for Flood and Hurricane 

Guidelines

All Risks, Ltd. has modified two 
standard forms for identifying steps 
dealerships can take to plan for and 
respond to natural disasters.

The “Flood Avoidance Plan” lays 
out a 9-step process for identifying 
staff responsibilities, assessing 
onsite and offsite options for 
locating vehicles, and detailing 
steps for locating and relocating 
vehicles.

The “Hurricane Plan” provides 
checklists for hurricane planning in 
general, plus steps to take from the 
time a hurricane is predicted until it 
has passed.

Both forms are available free of 
charge at www.allrisks.com.
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Employees and Collision Losses

Most dealer employees will be driving dealer vehicles 
for one reason or another, and it is safe to assume 
that all of them will drive a dealer vehicle at some 
time. Given that, it is advisable to implement some 
of the driver safety monitoring used by trucking and 
livery companies:

• Obtain an MVR for each employee when hired 
and at least annually thereafter;

• Suspend driving privileges of any employee with 
repeat loss incidents or moving violations;

• When possible, provide employees with 
monthly stipends or vehicle leases in lieu of 
demonstrator vehicles;

• Require that any employee assigned a 
demonstrator vehicle sign a demonstrator 
agreement;

• Institute a driver training program for all 
standard incident report employees authorized 
for test drives and demonstrator vehicles; and

• Implement use of a standard incident report 
form for recording all collisions involving 
dealership staff and vehicles.

Controlling Access to Keys

Costly as natural hazards and burglary-type thefts can 
be, the most persistent source of loss for a dealership 
is theft of vehicles by fraudulent individuals posing 
as legitimate buyers.

Step one for every modern car dealership should 
be to utilize one of the new electronic key-tracking 
applications that are rapidly becoming standard 
features of dealer operations.

Before discussing how these systems can reduce 
vehicle theft, keep this in mind: keys themselves 
have become very expensive. Gone are the days 
of $3 brass blanks that could be cut in the parts 
department. Nowadays, replacing key sets can cost 
between $75 and $350, and the vehicle’s computer 
system often needs to be reprogrammed to accept a 
new set. What used to take a few minutes to replace 
a key, now takes hours.

With these applications, a key to a vehicle is secured 
and cannot be accessed other than by an authorized 
person entering a code or otherwise recording that 
the key has been taken.

The systems then report which keys are out at any 
given time, who is responsible for them, and—most 
importantly—which ones have not been returned after 
a reasonable amount of time. In the past, it was not 
unusual for a week to pass before a large dealership 
was aware a vehicle was missing. With electronic key 

A Getaway Car without a 
Bank Robbery

It won’t take long for readers to figure 
out what happened here. A dealership 
allowed a customer to use one of 
its vehicles to drive to the bank to 
withdraw the money to buy it. 

Guess what happened? Or, rather, 
guess what didn’t happen?
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control, missing keys and their vehicles are flagged 
instantly, greatly increasing the possibility for 
recovering a stolen vehicle.

In today’s insurance market, you do not want to tell 
your underwriter that you have car keys hanging on 
a peg board and monitored by an honor system. At 
the very least, eliminate unrestricted access to key 
sets by installing lockable key boards/cabinets or 
key machines and establishing formal procedures 
for checking out keys.

Here are some other tips for reducing loss of keys 
and related vehicle theft:

•Never use contrasting stock tags to mark first 
and second key sets, making it easy to spot 
when back-up sets are being used in place of a 
missing first set.

•Require a work order when replacing a lost 
key. Document the person requesting the 
replacement key, the reason for replacing it, and 
the person making the new key.

•Require ID and proof of vehicle ownership when 
a customer requests a spare or replacement key.

Test Drives

Tight control over keys does not eliminate the need 
for rigorous policies and procedures regarding test 
drives.

In particular, one should also have a dealer 
employee ride along on every demonstration and 
test drive. Normally that is not an issue, as the 
test drive is the best opportunity for a salesman 
to point out the features of the vehicle. The only 
conceivable reason for allowing customers to test 
a vehicle unaccompanied is if the dealership is 

running thin on staff during a busy promotion.

Simply put, a customer should never drive a vehicle 
away unaccompanied unless certain safeguards 
are in place:

• Your dealership knows the individual from 
previous transactions or well-founded personal 
knowledge;

• You have copies or his/her driver’s license and a 
credit card;

• The person leaves behind a vehicle of equal or 
greater value than the one he/she is testing, 
and you have good reason to believe it is owned 
legally.

Three’s A Crowd
A dealership had a customer who 
totaled her car, which was still being 
financed. Upon learning from her 
insurer that a claim check was on the 
way, the dealership allowed her to 
drive home in another vehicle, which 
they planned to sell her after receiving 
the claim check on the first car.

After taking the vehicle home, the 
woman loaned it to her boyfriend, who 
then loaned it to his other girlfriend. 
Girlfriend #2, not authorized to drive 
the car under the borrower agreement, 
hit a taxi. Fortunately, she caused only 
minor damage, but the three people 
had some ‘splainin’ to do.
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Even with the most trusted of customers, there is 
added risk to someone driving an unfamiliar car on 
unfamiliar streets, and the employee passenger can 
help the driver navigate and avoid an accident.

To avoid collisions during test drives, it is advisable 
to have designated routes on lightly traveled 
roads, ideally with a circuit of right turns leading 
back to the dealership, but with a minimum of left 
turns in any event.

To avoid accidents during test drives, follow these 
guidelines:

• Make sure salespeople always have control of 
keys to vehicles. Be alert to attempts to switch 
keys.

• Explain the vehicle’s features while it is still on 
the lot, not while it is being driven.

• Have dealer staff drive the vehicle off the lot; 
some of the most common claims for insurers 
of dealerships arise from left turns out of the 
dealer lot at the start of a test drive.

• Designate a safe location for switching 
drivers, and turn the vehicle off completely while  
making the switch.

• Establish a standard route for test drives, using 
all right turns, if possible.

Combating Finance Fraud

Nobody likes to be regulated, but if you have to work 
under regulations, it’s best if they can promote your 
business objectives.

When it comes to addressing identity fraud and 
finance fraud in vehicle transactions, the Federal 

Trade Commission’s “Red Flags” rule, imposed in 
2011 on auto dealers as well as other enterprises, 
creates a framework for systematically identifying, 
addressing, and reporting fraudulent behavior.

On its website, www.ftc.gov, the FTC states that 
every business subject to the rule must develop 
a written plan that meets these four criteria 
(reproduced here verbatim):

All Risks Provides Model
Demonstrator and Borrower

Agreements

All Risks, Ltd. provides two standard 
forms dealerships can use when 
allowing employees or customers to 
use vehicles owned by the dealership.

The “Borrowed Vehicle Agreement” 
includes form fields for all relevant 
information regarding a vehicle and 
the customer borrowing it, plus 12 
standard conditions.

The “Demonstrator Agreement” 
is a standard contract detailing 
responsibilities of an employee using 
a dealer vehicle on a demonstration 
basis.

Both forms are available free of 
charge at www.allrisks.com.
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1. A program must include reasonable policies 
and procedures to identify the red flags of 
identity theft that may occur in your day-to-day 
operations. Red Flags are suspicious patterns 
or practices, or specific activities that indicate 
the possibility of identity theft. For example, 
if a customer has to provide some form of 
identification to open an account with your 
company, an ID that doesn’t look genuine is a 
“red flag” for your business.

2. A program must be designed to detect the red 
flags you’ve identified. If you have identified 
fake IDs as a red flag, for example, you must 
have procedures to detect possible fake, 
forged, or altered identification.

3. A program must spell out appropriate actions 
you’ll take when you detect red flags.

4. A program must detail how you’ll keep it 
current to reflect new threats.

At All Risks, we are aware of the large increase 
in claims for vehicle thefts committed through 
identity fraud and use of false pretenses. 
Advances in technology now give criminals tools 
for forging driver’s licenses, Social Security cards, 
bank statements, and vehicle titles—all of which 
can be used to trick a dealership into handing 
over a vehicle.

Given the nature of vehicle transactions (sales, 
leases, rentals, or loaners), there are several 
points where a “red flag” may arise, including 
personal identification, license and driving record, 
credit history, and insurance. Careful attention 
to red flags when reviewing these may prevent a 
costly loss; overlooking them may lead to heavy 
fines in addition to a loss.

Monitoring Employees

Auto dealerships are fast-paced, complex enterprises 
dealing with high-value assets. They can easily earn 10 
times the revenue in a day that an employee might earn 
in a year. When temptation is great, trust is at a premium.

Dealerships must implement—and employees must 
accept—measures to prevent fraud by staff members. 
These include:

• Rigorous pre-employment screening for any evidence 
of unethical or fraudulent conduct in the past;

• Pre- and post-employment monitoring, to the 
extent allowed by law, for factors that might entice an 
employee to commit fraud, such as financial distress 
or substance abuse; and

If it’s on the Internet, 
it’s Gotta be True, Right?

Call it a virtual company, and a real 
scam. A criminal created a website for 
a non-existent vehicle distributorship, 
complete with vehicle images and 
information from dealer websites.

An insured purchased a vehicle 
from this outfit solely through email 
correspondence; he wired money 
for the car without ever seeing it or 
speaking with anyone. He’s still waiting 
for delivery.
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• “Checks and balances” within dealer 
transactions to make sure that more than one 
“set of eyes” reviews every sale and financing 
arrangement (as is typically the case).

As stated above, dealerships are advised to get MVRs 
on all employees, not just those expected to operate 
vehicles on a regular basis. Not only is it likely that 
every employee will drive a dealer vehicle at some 
point, an individual’s MVR is a reflection of his or her 
level of personal responsibility and concern for motor 
safety.

Purchasing Additional Locations

Most people reading this report already have a 
location for their dealership, but it pays to be aware of 
risk considerations if you are contemplating a move 
or acquisition of an additional location. In particular, 
those responsible for picking a site for dealer 
operations should consider exposure to natural 
hazards, especially flooding.

All Risks has encountered situations where a dealer 
has purchased a location at what it believes to be a 
good price, only to learn that it cannot purchase flood 
coverage except at an almost prohibitively high cost—if 
at all. Thus, the economic value of the land purchase 
or lease is effectively eliminated.

Other loss-related location factors include the levels 
of pedestrian traffic (Can thieves come and go without 
being noticed?) and the nature of surrounding streets 
(Are they suitable for test drives?). These may seem 
like small considerations in a real estate transaction, 
but even loss of or damage to one vehicle a month can 
have a substantially negative impact on your operating 
results and insurance costs.

Drawing on more than 50 combined 
years of experience between All Risks 
Dealer Program Managers, we’ve 
prepared this loss control guide to 
help dealers address loss exposures 
systematically and position themselves 
to have the best possible coverage at 
the lowest possible cost. For additional 
questions, please contact our Dealership 
Program team at 1-800-366-5810 or visit 
online at www.allrisks.com.

Dead Trees + Dumb Teens

Some teenagers started a fire in a lot 
next to a dealership, and the fire spread 
to a dead tree that had branches 
hanging over the dealer’s lot. The 
teens tried to extinguish the fire by, um, 
relieving themselves on it, but to no 
avail. The trees collapsed, damaging 
several of the dealership’s vehicles.

The moral of the story for dealers: Trim 
or remove dead branches, as you never 
know what can happen.

The moral of the story for teens? Where 
do we start?
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